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Abstract of the contribution:

The document proposes a security solution for solution 4.19 in TR 23.799, which addresses the key issue#14.1 and #14.2.
1. Introduction

The small data solution 4.19 in TR 23.799[2] is similar to LTE NB-IoT via control plane. The docunment proposes a security solution like LTE for it, which is related to 8.2 in TS 33.401[31].  And addresses the key issue #14.1 and #14.2.
2. Proposal
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5.14.4.X 

Solution #14.X: A security solution for small user data transfer via control plane
5.14.4.X.1

Introduction

The solution is a security method of solution 4.19 in TR 23.799[2], which sends small data via control plane.The solution addresses the key issue#14.1 and #14.2.
Since CN maintains UE context after UE registers on the network, as described in solution 4.19 in TR 23.799[2], UE does not need to process the entire authentication procedure to access the network, and just uses the security context in UE and CN. It will reduce the consumption of signaling, and also guarantees confidentiality, integrity and anti-replay of UE and CN.
5.14.4.X.2

Solution details
As describled in solution 4.19 in TR 23.799[2], the MO small data is transferred via NAS PDU message, e.g. service request process. The security context stored in the UE and the core network can be used to protect the MO small data transferred via NAS PDU message.

The partial cipher mechanism defined in clause 8.2 of TS 33.401 [31] can be reused to protect the MO small data transferred in the initial uplink NAS message.
5.14.4.X.3

Solution Evaluation
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